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Definitions

Camera: Used to refer to mobile phones, tablets, webcams, portable gaming
devices and any other equipment or devices which may be used to take
photographs.

Office School Use: Photography and videos which are used for school and/or Trust
purposes, e.g. for building passes and identity cards. These images are likely to be
stored electronically alongside other personal data. The principles of the GDPR and
the DPA 2018 apply to images and videos taken for official school use.

Media Use: Photography and videos which are infended for a wide audience, e.g.
photographs of children taken for a local newspaper. The principles of the GDPR
and the DPA 2018 apply to images and videos taken for media use

Personal Use: Use of cameras to take images and recordings of children by
relatives, friends or known individuals, e.g. a parent taking a group photo of their
child and their friends at a school event. These photos and videos are only for
personal use by the individual taking the photo and are not intended to be passed
on to unknown sources. The principles of the GDPR and the DPA 2018 do not apply
to images and videos taken for personal use.

Scope of the Policy

The scope covers the use of photographs in school when taken by the school for
official school use by members of staff or individuals authorised to take photographs
on behalf of the school.

This policy does not cover the use of devices by students, which is covered by our
Staff (And Governor, Volunteer, Student) Acceptable Use Policy

The Photo and Video Policy outlines the way(s) in which Sheringham Community
Primary School and Nursery uses photos and video data in line with UK GDPR and
the relevant data protection legislation, including the Data Protection Act 2018.

The Photos and Videos Policy works in conjunction with our Data Protection Policy
and does not invalidate any of the provisions that are within these policies.

Data Protection Principles

Sheringham Community Primary School and Nursery will uphold the principles that
have been set out in The Data Protection Act 2018 and will only handle photo and
video data in accordance with these principles to ensure that the rights and
freedoms of individuals under the relevant legislation are protected.
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Sheringham Community Primary School and will ensure that photos and videos are
only processed in a way that:

e Is adequate and only in a way that is necessary in relation to the purposes for
which they are processed;

e s accurate and, where reasonable, steps will be taken to correct any data
that is inaccurate;

e Is processed lawfully, fairly and in a fransparent manner, only collected for
specific, explicit and legitimate purposes, and not in a manner that is in any
way incompatible with these values;

e Ensures the security of the data and sufficiently protects the data from
unauthorised access and processing. as well as protection against accidental
loss, destruction or damage, using measures; and,

e |Isretained in a manner in which identification of the data subject is permitted
for no longer than is required for the purpose(s) for which the data was
originally collected.

Roles and Responsibilities

1. The Local Governing Board is responsible for reviewing this policy on an
annual basis.

2. The Headteacher is responsible for ensuring that the provisions in this policy
are upheld consistently and that the relevant individuals are aware of their
roles in upholding the provisions set out in this policy.

3. The Data Protection Officer (DPO) is responsible for monitoring the school’s
compliance with the provisions set out in this policy in relation to photo and
video data and assessing when the school needs to take out a Data
Protection Impact Assessment. The DPO will also act as a point of contact for
the Information Commissioner's Office (ICO), as well as for individuals who are
covered under this policy by having their photo and video data processed by
the organisation.

General Procedures

Photographs are used in school for many reasons, and the different uses for the
same image should be considered separately, as each photograph and use will
potentially have different conditions for processing.

The School Data Lead will oversee the taking of photos and videos to ensure all
rights are being upheld in accordance with the relevant legislation. In the event that
there will be photos and/or videos being taken, there will be careful planning in
place before it is carried out.

If there are plans to have photos and/or videos taken of (Post-) Looked After
Children, adopted pupils, or pupils where there exists a security concern, the
Headteacher will licise with the Designated Safeguarding Lead to ensure the safety
of the pupil(s).
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If a student is subject to a care order, the school will not display or share any photos
or videos with them included. Any photos or videos that may cause distress, harm or
embarrassment to any student will not be used.

The following steps will be considered when planning for the taking of photographs
and videos:

e Can the photos/videos be taken in a way that prevents the students from
being identified?

e Can photos and/or videos of classrooms be taken in a manner that is more
general and doesn’t show the faces of studentse

e Wil pupils be suitably dressed to be photographed and videoed?

e Are photos and/or videos of students essential to achieve the end purpose?
Can other means be used to achieve the same goal?

e Will the photos and/or videos include pupils from different ethnic
backgrounds and abilities to support diversity?

Before any photos or videos are shared externally, including on social media, we will
ensure that the list of students who have provided consent will be checked. Only
students from whom we have received consent will have photos or videos shared.

Where appropriate, staff will look to avoid the identification of students in photos
and videos. Where names will be required, only students’ first names will be used.

In the event that a student or parent has concerns about intrusive or otherwise
inappropriate photos or videos, they should report their concerns to the
headteacher as soon as possible, as well as the Data Protection Officer.

Consent

Not all photos and videos taken by the school will require consent. Where the
photograph has been taken as part of the school's public interest processing,
consent is neither required, nor sought. The following are examples where consent is
not required:

Displays in classrooms;
Evidencing learning journeys;
Records of achievements; and,
|dentification.

Where consent is required, and before any student’s data is collected, written
consent for a child to be photographed by the school for any school-related
activities or events, including class photos, individual portraits, and group photos,
should be obtained.

If the school only has one of the pupil’'s parents’ contact details on file, the
headteacher will decide whether steps should be taken to obtain the contact
details of the other parent in order to seek their consent. However, only the consent
of one parent is required.
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The school is not required to seek the consent of a particular parent if:

e the parent cannot be found;

e itisin the best interests of the student that the parent isn’t contacted;

e the parentis unable to give consent or withdraw consent with a sound mind;
or,
if it is not reasonably practicable or appropriate for the school to notify them.

If neither parent can be contacted to obtain consent for the processing of data, the
school will seek to obtain consent from the individual(s) who are responsible for the
care of the pupil.

When consent is sought from a parent and/or other appropriate individuals, the
school will notify them of:

the types of photo and video data that the school wishes to collect;

how it will be collected;

the purposes for which it will be collected;

the time period it shall be retained for

the data subject’s right to consent and withdraw consent at any point; and,
the alternative and reasonable arrangements that the school will put in place
should consent not be obtained, or if it is withdrawn in the future.

Where consent is required, a review of the processing will be conducted, and no
further processing may take place if:

e the pupil objects to the processing of their photo and video data (whether
that be in the form of verbal or non-verbal communication)

e no parent or guardian has consented to the processing of the pupil’s photo
and video data or where one parent has objected (even if the other parent
has consented).

Where required, the school will also obtain consent from staff before processing their
data. Parents and guardians, staff and pupils are permitted to withdraw their
consent at any point, and any photo and video data the school has collected up to
that point can be requested for deletion.

Our school Photo Consent form is attached in Appendix A, or available from the
school office.

Data Protection Act and School Events

In accordance with information

from the Data Protection Commissioner’s Office, ‘Photographs taken purely for
personal use are exempt from the Data Protection Act.’

This means that parents, friends and family members are permitted to take
photographs of their child and friends participating in school activities for the family
album and are also permitted to film events held at school.
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In these circumstances, the school will issue clear guidelines for those attending such
events that photographs should always show the school, children and staff in a
positive light and, as they may contain pictures of other children, not shared on
social media or in other public forums.

Where the school restricts the use of cameras by individuals (for example, if there are
children who may not be allowed to be photographed, or the occasion or location
is unsuitable), the school will endeavour to take photographs themselves and
distribute them to parents once checks and safeguards have been completed. In
these situations, we would ask for the cooperation of all parents and others to ensure
that this request is respected.

Promotional Materials

The school may wish to use photos or videos when marketing or promoting the
school. In these circumstances, using consent may not be appropriate due to the
risk that an individual may withdraw their consent. The costs and disproportionate
effort involved in removing an individual from materials or their current use may be
prohibitive.

This does not apply to regular photos or videos of activities uploaded onto the
school website (which can easily be removed) but may include:

e Professionally taken photography that is used in "branded" displays in the
school's reception and corridors, on the website template or in professionally
produced and printed materials, such as a prospectus or in advertising

e Professionally produced videos for use of the website or in media

In place of using consent, a waiver can be signed by all participating individuals,
which means they understand their image will be used for the specified purpose,
and the school will not be required to make changes subsequently.

This waiver covers the ongoing use of such material beyond the child’s attendance
atf school.

Our school Photo Waiver form is attached in Appendix B, or available from the
school office.

Photographer Selection

Whilst some photos taken by the school will be done so by a member of staff, there
will be occasions when the school hires a professional photographer. These
occasions may include annual school photos and one-off events or celebrations.

The school will carefully select the photographer who will be responsible for taking
photos of students and staff members. The photographer should be experienced
and follow best practices for child safety and respect. The school will have a formal
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contract in place prior to any photos being taken. Additionally, the photographer
must be wiling fo comply with the school's policies and procedures.

Where parents are able to buy photographs as souvenirs, it must be clear to parents
whether these are being purchased from the photographer or the school. Where
the school directs parents to the photographer, the photographer will enter into a
contract with the parents directly and act as a data controller.

Where any data will be shared between the school, parents and an external
photographer, the school will undertake adequate due diligence to ensure
adequate safeguards are in place to secure all data throughout the process.

Breaches

The school has policies in place for the protection of data subjects and the data
that the school holds on them. In the event of a breach, it will be dealt with in
accordance with our Data Breach Procedure.

Data Retention

Data will be retained no longer than necessary (as documented in the organisation's
record of processing or retention schedule) or until consent is withdrawn. After this
time, the photos will be securely destroyed or permanently deleted.

By default, this will be within six months of the student leaving the setfting unless

e an exemption or waiver applies to allow continued use
e selected photographs are retained for archiving and historical purposes (e.g.
photographs marking significant events or student achievement)

Reviewing the Policy

Any changes to this policy will be communicated to pupils, parents and staff.
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Appendix 1: Photographs and Video Consent Form

We would like your consent for how we collect and use photographs and videos at school.

Please refer to PHOTO & VIDEO GUIDELINES POLICY which can be found on our website.
www.sheringhamprimary.norfolk.sch.uk . This can be found by clicking on ‘Our School’ / ‘Policies’.
| confirm | have read the following documents on the Sheringham C.P. School & Nursery's
website:

Photo & Video Guideline Policy: Photo & Video Policy Retention Schedule:

If you are not happy for us to use your child’s information in the way we have listed below
we will accommodate your preferences. Similarly, if you change your mind at any time
please contact the school office.

Please tick the relevant boxes below, sign and return the form to the School.

For display in access-controlled areas of the school (such as corridors, classrooms)

For display in public areas of the school (such as reception)

For use in the school newsletter and other prinfed documents (such as the prospectus)

For use on the school website

For use on social media! (such as the school Twitter or Facebook page)

School photographs and audio can be provided to the media for publication or broadcast

Photographs taken during school activities can be used for promotional purposes at the school’s
discretion

Individual and class photographs taken by an approved school photographer (Name, Pupil No.,
Class & Tutor Group will be shared with the external photographer)

Recording of a performance for display on our official school website.

Recording for use on our official school website for educational purposes.

Recording on Tapestry for learning journeys (For Nursery, Reception and Year 1)

| have read and understood the information. | agree for my / my child’s photographs and video to be used
for the purposes described.

Data subject name

Signature of data subject or parent/carer*

Name of parent/carer (if relevant)

Date:

*children can sign this form where they can demonstrate an understanding of their data rights
If you wish to withdraw consent, please ask the school office for a consent withdrawal form.

! The school can only provide control of the school social media accounts and cannot guarantee, nor control any
re-publication, sharing or household or personal use that follows the publication on social media
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Appendix B: Model Photo Waiver Form

Sheringham Community Primary School & Nursery

Photo Waiver Form

From: [insert name, pupil name and address of parent]
To: [insert name and address of school]

Date: [insert date]

This Release relates to photographs and or video of me and/or my child taken on
[insert date] at [insert location and/or event name] (‘Photographs and Video’).

| warrant, confirm and agree with you as follows:

1. You have the irevocable right to use, publish, reproduce, display or otherwise
exploit the Photographs and Video from the date of this Release for the
following purposes:

1.1 Public display [specify event if appropriate]
1.2 Non-commercial publication in any media
1.3 Publication within promotional materials
1.4 Any purpose without limitation

2. You shall have the right to edit, modify, crop, add to or subtract from the
Photographs and Video at your entire discretion and without my approval.

3. I'waive any moral rights that | may have in the Photographs and Video, and |
acknowledge that all rights, title and ownership in and to the Photographs and
Video, including copyright, to the extent permitted by law, shall belong to you
exclusively.

4. This Release is irevocable and may be fransferred by you to your successors,
licensees and assignees, and they shall have the right to exploit the Photographs
and Video in any media [subject to the restrictions set out in paragraph 5].

4

Restrictions on use:

e [Restriction 1]
e [Restriction 1]

6. | confirm that | have read and understood the terms of the school’s privacy
policy and understand that the privacy policy explains the ways in which you
intend to process my personal data. | understand that you do not need my
consent when you process my personal data for the purposes set out in that
privacy policy.

This Release is subject to the governing law and jurisdiction of the courts of England
and Wales.

Yours faithfully
[signature of individual]
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